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IKE Office API After IKE ID
IKE Office

The IKE ID upgrade was released on July 12, 2022. ikeGPS will continue to support IKE Office API
endpoints with the legacy Authentication method for several months, at least until December 2022.
The APl endpoints now support the legacy Authentication token and the new IKE ID Authentication
token at the same time, so you can use either of them.

Legacy Token
To continue using the legacy token you should:

Hit the login endpoint with the legacy username and password:

curl --request POST \
--url https://staging.office.ikegps.net/v1l/login \
--header 'Content-Type: application/json' \

--data '{
"password": "12345678",
"username": "luciano.digiuseppe@ikegps.com"

After this request you will get an authorization token and the response looks like this:

"token": "r:NktQXwJ89heFyaiB1k@7m6XsHOTIxMzj",

"sessionToken": "r:NktQXWJ89heFyaiB1k@7m6XsHOTIxMzj",

"schema": "https://staging.office.ikegps.net/v1l/schema/user.json",
"id": "8LNSIFIrHH",

"url": "https://staging.office.ikegps.net/v1l/user/8LNSIFIrHH.json",

"email": "luciano.digiuseppe@ikegps.com",
"createdAt": "2021-05-24T02:39:37.920Z2",
"updatedAt": "2022-06-16T22:22:44.9117",
"firstName": "Luciano",

"lastName": "Di Giuseppe",
"revision": {




"id": "65TKUSYF51",
"url": "https://staging.office.ikegps.net/v1l/user/8LNsIFIrHH/65TKUSYF51.json"

})

"settings": {
"units": "meters",
"dateFormat": "MM/DD/YYYY",
"department": {

"id": "XrN1gM1QHH",
"url": "https://staging.office.ikegps.net/v1l/department/XrN1gM1QHH.json"
¥

s
"sso_id": "auth@|62c60a8cf7f081107fleaade"”

You can continue using the APl endpoints with that token, for example:

curl --request GET \
--url 'https://staging.office.ikegps.net/vl/collection.json?jobId=KPQQc2Q47a"
\

--header 'Authorization: token r:NktQXWJ89heFyaiB1k@7m6XsHOTIxMzj' \
--header 'x-ike-department-id: XrN1gM1QHH' \
--header 'x-ike-requester: ikeRequester'

New IKE ID AuthO Token

If you want to start using the new token, to obtain this token you should upgrade your Ike Office
account by creating an IKE ID from the Ike Office website. Creating a new IKE ID will allow you to
configure a new password for your existing user, while maintaining all access to the data your
existing user has. After upgrading your user you will be able to login to IKE Office to obtain a new
token:

Login to IKE Office and once logged in, press F12 to open the developer console, in Network, check
the following request called token:
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That's the new access token, and you are able to use it in any APl endpoints like this:

curl --request GET \
--url 'https://staging.office.ikegps.net/vl/collection.json?jobId=KPQQc2Q47a"

--header 'Authorization: Bearer
eyJhbGci0iJIUzIINiIsInR5cCI6IkpXVCI9.eyIpc3MiOiJodHRwczovL2xvZ21luLlmlrZWdwcy5uzZXQ

vIiwic3ViIjoiYXVOaDB8NjJjNjBhOGNmN2YwODEXMDdmMWVhYT11IiwiYXVkIjpbImh@dHBz0i8vc3R
hZ21uZy5vZmZpY2UuaWt1Z3BzLm51dC92MS8iXSwialWFOIjoxNjU3MjMzNDE2LCI1eHALiOjE2NTczMTk
4MTYsImF6cCI6I1Z3eDBnYmUycGhWTkRhRZRhVTJIsOVBaNH15521jMGd2Iiwic2NvcGUi0iJvcGVualQ
gcHIvZm1lsZSB1bWFpbCJ9.Xuy40SiUtKbkYQJ_Mdg4BIOvObYICkyj80ujRLEVUtU" \

--header 'x-ike-department-id: XrN1gM1QHH' \

--header 'x-ike-requester: ikeRequester'




Using the Legacy Token with a Username Created After July 12, 2022

Please reach out to ikeGPS Customer Support at support@ikegps.com to enable this functionality.
You will need to provide your username.

After this is enabled and you are supplied a temporary password you will need to update your
password with the change password endpoint.

URL: http://office.ikegps.com/vl/ike/action/user-password-change
Method: POST

Header:

1{

2  "Content-Type": "application/json",

3 "Authorization": token " session token "
4}

Body:

11

2 "currentbPassword": " temp password ",

3 "newPassword": " a new password "

4}
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